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Abstract—Quantum Key Distribution (QKD) offers a novel
approach to address the challenges posed by quantum
computations in classical ciphers. Due to hardware limitations
and the stochastic nature of QKD protocols, the secure
key generation rate is currently constrained and subject to
fluctuations. However, users expect a consistent supply of keys
at a stable rate while maintaining a secure threshold. To address
this issue, we present a Quantum Continuous and Secure Key
Derivation Function named Q-CSKDF that utilizes QKD keys
to produce stable, high-rate, but secure derivated keys. Our
approach satisfies both security and rate requirements in a full-
period and continuous perspective, with a dynamic derivation
expansion ratio determined by users’ requirement of security
level and key quantity and the amount of generated QKD keys.
Extensive semi-physical experiments demonstrate Q-CSKDF’s
capability to consistently generate high-rate derived keys while
ensuring the desired level of security.

Index Terms—Quantum networks, quantum key distribution,
key derivation function.

I. INTRODUCTION

Quantum Key Distribution (QKD) stands at the frontier of
modern cryptography, offering unprecedented security in the
post-quantum age [1]. It helps two nodes in a quantum network
to produce secure keys. These secure keys can subsequently
serve as the foundation for establishing secure communication
tunnels, ensuring the confidentiality of sensitive data over the
network. Thus, in recent years, significant progress has been
made in this research hotspot, along with functional QKD
networks constructed in major countries and areas. In 2022, the
EU provided funding for the OpenQKD project [2] to establish
multiple QKD testbeds across several countries. There are also
plans to construct a large-scale QKD network with over 100
nodes in Japan by 2024 [3]. Furthermore, China’s quantum
network [4] has been extended over a distance of 4,600 km.

However, the current QKD network can still not adequately
meet the growing demand for secure encryption, mainly
due to two aspects. The first issue is the Secure Key Rate
(SKR) of the QKD networks cannot satisfy the encryption
needs. Recent study [5] achieves a rate of 110 Mbps in a
laboratory environment. However, classic backbone networks
typically operate at bandwidths exceeding 10 Gbps. This
disparity between QKD’s key provisioning and the demands
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Fig. 1. Structure difference between classic KDF and that in QKD networks

is significant. The second issue is about the stable delivery
of secure keys. The networks must continuously provide
secret keys at a relevant constant rate to support critical
encryption applications such as video meetings and calls.
However, achieving this stability is not a straightforward task.
Firstly, the QKD procedure itself is inherently stochastic. For
instance, in the BB84 protocol [6], the sifting phase randomly
filters out about half of the qubits, leading to a probability
output rate. In the experiments, we observe the Coefficient of
Variation (CoV) of a QKD key rate is 1.52, indicating such
fluctuation. Secondly, the key pool is used to cache the keys,
but it serves multiple requests. It may occasionally become
depleted and unable to fulfill incoming requests. Lastly, in
specific scenarios, like satellite-based QKD networks, QKD
only operates within a limited time.

One potential solution to address the challenge is to adopt
Key Derivation Functions (KDFs) [7], [8] that are used
in many classic secure protocols to extend the seed keys
(QKD keys in this scenario) to larger-size session keys while
guaranteeing security. However, the security property of KDFs
used in QKD networks is different from the classic use
cases. QKD keys are usually considered Information-Theoretic
Security (ITS). Meanwhile, KDFs here need to derivate more
keys using limited QKD keys considering its scarcity, and
eventually introduce a security downgrade.

Another difference in applying classic KDFs directly for
QKD networks is the I/O property, as shown in Fig. 1. On the
one hand, the input key materials in QKD networks possess
distinct properties. QKD secure keys (serve as the input of
KDFs) are produced continuously at a low and unstable rate,
requiring our proposed KDF to run continuously. In contrast,
classic protocols usually use Diffie–Hellman exchange to
obtain a single fixed-length key. On the other hand, the
KDF’s output keys in QKD networks should satisfy both
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security and real-time encryption requirements. Alternatively,
traditional KDFs typically extend keys at a fixed time without
requirements for stabilizing the extended key stream. Although
several key expansion schemes have been proposed, they
usually do not consider providing a secure, high-rate, and
stable key stream. Bebrov et al. [9] proposed a similar key
expansion method for MDI-QKD protocols, but it expands
keys at a constant 1.5 ratio and does not stabilize the key
rate. Zhang et al. [10] proposed a quantum tensor network
for key expansion based on entanglement distribution, which
is currently in the experimental stage. Huang et al. [11]
proposed a stream Privacy Amplification (PA) to guarantee
QKD’s output security, but they do not output secure keys at
a user-desired stable rate.

In this article, we propose a Continuous and Security
Key Derivation Function for Quantum Key Distribution (Q-
CSKDF) for the aforementioned challenges. It can operate at
both the network layer (e.g., in QKD network devices) or the
application layer (e.g., integrated into specific applications) to
supply high-rate secure keys. Q-CSKDF operates continuously
over continuous periods, and each period consists of the
following three schemes: Firstly, Q-CSKDF employs a
dynamic sampling technique to collect secure keys from QKD
devices. Due to the inherent instability of QKD key generation,
the amount of collected keys may vary. Q-CSKDF determines
the optimal sampling period based on the input/output key
rate and the security threshold. Secondly, it dynamically
determines the expansion ratio based on theoretical security
analysis. The idea is to extend secure keys at the desired
output key rate whenever it satisfies the security threshold.
Lastly, Q-CSKDF adopts our key derivation module inspired
by the widely used HMAC [8] schema. Note that we re-
design HMAC to better leverage the ITS property of QKD
secure keys and enhance the dynamic security level across
multiple periods. With the above three schemes, Q-CSKDF
can efficiently derivate a stable high-rate key stream with
a corresponding computational security analysis for key
derivation. We further conduct extensive experiments that use
independent QKD and key management devices to expose the
detailed QKD procedures. Our platform can also optionally
retrieve secure keys from real QKD devices. The results
demonstrate that the Q-CSKDF effectively utilizes scarce
and unstable QKD key resources, generating high-quality key
streams with guaranteed security. The contributions of the
article are summarized as follows:

• We propose Q-CSKDF to provide secure and high-quality
keys for QKD networks, using a continuous model and
dynamic sampling technique to utilize the scarce and
unstable QKD keys. We determine the sampling period
based on the analysis of QKD procedures.

• We provide a dynamic key expansion design with
comprehensive security analysis from a full-period
perspective. With a dynamic key expansion ratio
that considers both real-time encryption and security
requirements, Q-CSKDF can provide keys at a desired
output rate while ensuring security.

• To demonstrate the efficient performance of Q-CSKDF,

we conduct semi-physical experiments that expose the
detailed QKD secure key generation. The results confirm
the high performance achieved by our proposed scheme.

This article is organized as follows. In Section II, we brief
the background and the problem statement. Then, we present
our KDF design and corresponding analysis in Section III.
We conduct experiments to demonstrate the performance in
Section IV, and conclude this article in Section V.

II. BACKGROUND AND PROBLEM STATEMENT

A. QKD Networks

QKD is a cryptographic protocol designed to establish
secure keys between two entities. It leverages the fundamental
properties of quantum physics, such as the quantum
uncertainty principle, to ensure ITS. The pioneering QKD
protocol, known as the BB84 protocol [6], was developed
by Bennett and Brassard. Subsequently, MDI-QKD [12]
and TF-QKD [13] aim to enhance security and enable
longer communication distances. However, the practical
implementation of QKD devices is constrained by hardware
limitations, resulting in a limited SKR, which is typically
below 100 kbps [4] in the constructed QKD network.

QKD networks are designed to deliver QKD services
to more users and expand coverage areas. Like classical
networks, quantum networks are often structured using a
layered architecture [1]. One possible architecture consists of
three layers. The first layer is the QKD layer, where the QKD
devices are responsible for generating secure keys. The second
layer is the Key Management Service (KMS) layer. It contains
a key pool structure to cache secure keys and serve users.
Additionally, leveraging key repeater technologies, the KMS
layer also serves secure keys between non-neighbour nodes.
Lastly, the upper layer is the controller layer that governs the
entire network. These layers significantly impact the secure
key supplement and the performance of the proposed Q-
CSKDF. Accordingly, we conduct comprehensive analyses of
the dynamic key supplement in theory and experiments.

B. Problem Statement: Tailored KDF for QKD networks

KDF is a cryptography algorithm that derivates key
materials (or source for short) into the session keys. These
session keys are further used in the ciphers. Based on the
function, KDFs have two categories: 1) The first category of
KDFs includes HKDF [8], SS-KDF, and etc.. They derivate the
fixed-length binary master keys into several session keys. 2)
The second category refers to the password-based KDFS [14].
They convert human-readable passwords into binary format
secure keys. PBKDF2 is the one option in this category.

In this article, we design a KDF to extend QKD secure keys
to provide high-quality keys for QKD networks. However,
we observe that both of the two categories are unsuitable
for QKD network scenarios, specifically in terms of I/O and
security aspects. Regarding the I/O aspect, there are a few
considerations to address. Firstly, classic KDFs accept fixed-
length strings as input, whereas QKD devices continuously
provide QKD keys, which may vary in quantity over
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Fig. 2. Structure of the proposed Q-CSKDF algorithm.

time. Assuming that the QKD device generates secure keys
periodically, with each period lasting tp times. In each period,
the QKD device generates keys following a distribution
denoted as S. For instance, in BB84 protocol, it roughly
conforms to a Binomial distribution where S ∼ fpp ·
B(rstp, 1/2), where rs is the physic level qubit reception
rate in BB84 protocol, 1/2 is the probability of successful
sifting, and fpp denotes the depletion during post-processing.
Note that we use the BB84 protocol as an example to
analyze the performance, but our scheme can also work for
other QKD protocols without further adaptation. Secondly,
considering the output side, traditional KDFs produce keys
with a predetermined length. However, to meet the real-
time encryption requirement, the proposed Q-CSKDF should
generate derived keys at a desired key rate rk, i.e., extend the
keys to a length of rktp in each period.

The security property also differs from that in the class
KDFs. We require the Q-CSKDF to have multiple-period
security, or (t, q,N, ϵ)-secure with respect to a QKD key
resource Σ runs for N periods if no attacker A running in
time t and making at most q queries can win the distinguishing
game (similar to (t, q, ϵ)-secure defined in [8]) with probability
larger than 1/2 + ϵ. The three differences are:

1) Single-period security should also be considered as it
guarantees the key’s security in each period and is the
foundation of achieving multiple-period security. Similar
to the security definition in classic KDFs, a (t, q, 1, ϵs)-
secure should also be met in any period, where ϵs is a
security threshold for a single-round game.

2) Security in Q-CSKDF depends on the distribution of
QKD key materials S . The security of classical KDFs
is tied to the entropy of the key material, and they
usually require the input key material to possess a
minimum entropy of m bits. However, meeting this
requirement becomes challenging in QKD scenarios due
to the variable amount of QKD keys. Accordingly, Q-
CSKDF’s security is constructed over S instead of a
fixed length of m bits threshold.

3) Given that QKD keys are statistically indistinguishable
from a random binary string due to the quantum inherent
randomness, we assume a l-bit QKD key is a random
binary vector with l bit entropy.

Consequently, the above I/O and security properties in QKD
secure keys are different from these classic networks, but the
proposed Q-CSKDF should still achieve the following two
goals: security and efficiency. Our foremost goal is to ensure
security by meeting a predetermined security threshold. For
example, if the QKD key material generated within a given
period is insufficient to satisfy the required security level, the
Q-CSKDF should either terminate the key derivation process
or produce a limited number of keys. Furthermore, we aim to
achieve efficiency by extending the keys at a desired output
rate rk. It is crucial for Q-CSKDF to utilize QKD keys
efficiently, given their scarcity.

III. Q-CSKDF DESIGNS

A. Overview

The proposed Q-CSKDF operates continuously. It reads
QKD key streams and generates extended keys at a period
tp. As shown in Fig. 2, Q-CSKDF consists of four main
components: dynamic sampling, security agent, key extraction,
and key extension.

The dynamic sampling collects QKD keys from a key
pool at a fixed period tp. The collected keys serve as the
key materials for subsequent derivation. During the dynamic
sampling, Q-CSKDF considers the scarcity and fluctuation
of the QKD keys and only collects a restricted number of
keys while ensuring both security and efficiency requirements.
Further details regarding the designs are in Section III-B.

The key extraction and key extension components in Q-
CSKDF adopt an Extract-Then-Expand structure inspired
by the HKDF algorithm. However, we introduce several
innovations tailored to QKD scenarios. Firstly, we employ
a segmentation strategy in the extraction step to improve
efficiency. When a sufficient number of QKD keys is available,
Q-CSKDF fully leverages the inherent ITS property of QKD
keys. However, when the QKD keys are insufficient, we
employ a cross-period extraction approach to supply entropy
over multiple periods. This segmentation strategy enables us to
meet security requirements while minimizing the consumption
of QKD keys. Secondly, we introduce an additional security
agent that dynamically determines the expansion ratio, which
indicates the number of keys to be derivated in each period.
This decision is based on various factors, including the
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quantity of input QKD keys, the desired security threshold,
and the desired output key rate. The key extraction process is
presented in Section III-B, while the key expansion mechanism
is explained in Section III-C. The security agent and security
analysis are discussed in Section III-D. Lastly, in Section III-E,
we optimize and evaluate the performance in Q-CSKDF, such
as the collecting period tp and the average output key rate.

B. Dynamic Sampling and Key Extraction

Dynamic sampling periodically collects QKD keys from
a key pool. The key extraction process extracts the entropy
from these input QKD keys to produce a fixed-length Master
Derivation Key (MDK). MDK serves as the seed for producing
extended keys in the current period. Let |MDK| represent
the length of MDK, and MDKi denote the MDK in the i-
th period. Without losing generality, let MDK0 be {0}|MDK|.
Additionally, we denote si as the QKD key in the i-th period.

The MDK generation contains two primary challenges: 1)
When the key pool contains enough keys, how many keys
should be used in one period? 2) What should be done
when there are insufficient keys? To handle these questions,
Q-CSKDF adopts a segmentation strategy. When the QKD
key pool contains more than |MDK| bits of keys, Q-CSKDF
directly collects exactly |MDK| bits of keys and utilizes them
as the MDK. In this case, Q-CSKDF uses si directly as
MDK since QKD keys are ITS, and the privacy amplification
procedure already has a similar function to key extraction.
Moreover, by utilizing a maximum of |MDK| bits of keys, Q-
CSKDF ensures that no QKD keys are compressed, thereby
optimizing the utilization of the scarce QKD keys. Unused
QKD keys can be reserved for subsequent periods, thereby
enhancing the stability of SKR.

Otherwise, when the QKD key pool contains fewer than
|MDK| keys, we introduce a cross-period extraction approach.
Generally speaking, insufficient QKD keys cannot provide
enough entropy in the current period. Thus, Q-CSKDF
leverages the keys from previous periods as complementary
entropy sources by utilizing the HMAC algorithm to aggregate
entropies from two distinct key sampling periods, ensuring
the generation of a secure and reliable MDK: MDKi =
HMAC(H, si,MDKi−1), where H is the hash function, and
si is all available keys in the key pool. Now we require the
length of MDK to be the same as the output length c of the
hash function H (i.e., |MDK| = c). For example, if SHA2-256
is used as H , |MDK| should be 256 bit.

C. Key Expansion

The key expansion employs MDK to generate derived keys.
The major challenge in this stage involves the determination
of the expansion ratio Ra, the ratio of the length of the MDK
to the length of the derived keys. It should be determined
considering both security and efficiency requirements.

The real-time encryption requirement of Q-CSKDF requires
the derivation of keys at a stable and desired rate rk. This
requirement can be quantified as:

Ri = ⌈ tprk
c

⌉, (1)

where Ri represents the ideal expansion ratio. This equation
ensures that over a time of tp, the Q-CSKDF generates at least
tprk keys.

However, Eq. (1) alone does not guarantee security when
the collected QKD keys si do not possess sufficient entropy
to be expanded to tprk derived keys. Therefore, We propose
an additional secure expansion ratio Rs to restrict the key
expansion. It is a dynamic variable that depends on both the
user’s desired security level and the number of input QKD
keys. The specific methodology for calculating Rs will be
presented in Section III-D.

Finally, the actual expansion ratio Ra, is constrained by both
Ri and Rs (i.e., Ra = min(Ri, Rs)). A similar procedure as
in HKDF is adopted to produce the derived keys. In each
period, it produces Ra blocks of output derivated keys. Let
yj be the j-th block of the output keys, we use the following
HMAC feedback mode yj = HMAC(H,MDKi, yj−1||ctx||j)
to produce the next block of the output keys, where ctx is an
optional context-specific string defined in HMAC [8]. Finally,
we concatenate all blocks y1, y2, to yRa

and truncate it to
at most tprk bits as the output derived keys for the current
period. Here, MDKi is utilized as the seed for this specific
period and y0 is set to {0}c.

D. Security Analysis

In this section, we provide a brief overview of evaluating
secure expansion ratio Rs and proof of the security for Q-
CSKDF. We use a non-asymptotic method to evaluate the
possibility that the adversary to conquer the Q-CSKDF is
lower than the secure threshold ϵs and ϵ for a single round
and multiple rounds, respectively.

The security analysis in one single period. Similar to
HKDF, the security of single-period Q-CSKDF is related to
two aspects: ϵs = ϵx + ϵe. Here, ϵx represents the security
in the extraction step, while ϵe denotes the security during
the expansion step. However, Q-CSKDF contains two major
modifications compared to the standard HKDF.

First, Q-CSKDF requires a larger expansion ratio. In HKDF,
the maximal expansion ratio is typically limited to 255 as the
counter j is encoded in one octet. Q-CSKDF uses HMAC
in a feedback mode to construct a variable-length output
PRF and requires a larger expansion ratio. It raises the
adversaries’ queries q [15], and the security of an HMAC-
based PRF degrades quadratically with an increase in queries.
Consequently, given a specific expansion ratio Rs, it is
possible to determine the maximum q and ϵe, respectively.

Second, the QKD key collected si does not guarantee a fixed
minimum entropy and further influences the security threshold
ϵx. For instance, when the compression function h satisfies δh-
almost universality (AU), HMAC serves as a ϵx =

√
2−l + δh-

secure extractor [8], where l denotes the entropy of the input
keys. Note that when the number of QKD keys is smaller than
c, Q-CSKDF introduces a cross-period extraction approach
to supply the entropy. Therefore, the above evaluated ϵx is
a lower bound.

Consequently, we find that the maximum expansion ratio
Rs of a single period is related to the single-period security
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threshold ϵs. For example, when the compression function h
of H is a ϵh-secure PRF and a ϵhNA-secure PRF, and the QKD
keys are ITS, previous research has demonstrated that HMAC
functions as a ϵe-secure PRF [15]. Consequently, it is feasible
to obtain a concise estimation of (t′, q, 1, ϵs)-security, where
ϵs ≤ ϵx+ϵe, against a probabilistic polynomial-time adversary
with t′ time and q queries [8]. Notably, the aforementioned
analysis pertains to NMAC (a generalized variant of HMAC)
but can be reduced to HMAC. Overall, given a desired security
level ϵs, it is possible to evaluate the adversary’s query q and
security expansion ratio Rs, respectively. The specific form
of the equation relies on the security properties of the hash
functions H and QKD keys.

The security of Q-CSKDF over multiple periods. Now,
we take the distribution of QKD keys S into account. Let’s
define the probability of having fewer QKD keys than |MDK|
as pc = Pr[S < c]. The single-period security with respect to
S can be expressed as ϵSs = (1 − pc)ϵs + pc. Considering a
simplified low-bound model where we disable the cross-period
entropy supplement, it means that all periods are operated
independently. In this model, all N periods are secured with
the possibility of ϵi, that is ϵi ≤ 1 − (1 − ϵSs )

N ≤ NϵSs .
Since our Q-CSKDF uses the cross-period entropy supplement
to achieve higher entropy in each period, and thus achieves
ϵ ≤ ϵi ≤ NϵSs -security.

E. Performance Analysis

We now analyze the performance of Q-CSKDF, including
determining the sampling period tp and the average expansion
ratio.

The key sampling period tp affects the Q-CSKDF’s security
and efficiency. For example, if the QKD SKR is high, tp can be
shrunk to enhance security. Or, when the QKD keys exhibit
large fluctuations, it should extend tp to prevent occasional
shortages of keys during certain periods. Accordingly, we
employ the Value at Risk (VaR) model to determine tp,
which ensures that the probability of collecting fewer than
c bits QKD keys is smaller than a predefined threshold µ.
For example in BB84 protocol, S approximately follows a
normal distribution S ∼ fpp ·N( 12rstp,

√
1
4rstp) (a binomial

distribution but approximate to a normal distribution). Thus,
the following formulation is formed to determine the tp:

1

2
rstp +Φ−1(µ)

√
1

4
rstp ≥ c/fpp, (2)

where Φ−1 is the inverse of the Cumulative Distribution
Function (CDF) of N(0, 1). For example, tp ≥ 1574.53/rs,
when c = 256, µ = 0.01 and fpp = 0.3.

Furthermore, we calculate the maximal achieved derived key
rate using the formula rkM = cRs

tp
. Considering the average

QKD SKR =
fpp
2 rs, we present the maximal expansion ratio

RsM = rkM

SKR = 2cRs

fpprstp
. In the above example, RsM ≈

1.084Rs, indicating the high key utility efficiency.
The above analysis is based on the BB84 protocol as an

example. However, it can also be adapted to other protocols.
On one hand, a similar probabilistic analysis can be employed
to model the probability distribution of the QKD key rate

and to further analyze the appropriate sampling period tp.
On the other hand, the determination of tp can be achieved
experimentally, as users can observe the key generation and
find a time period that the probability of achieving a key length
of |MDK| is close to 1.

IV. EVALUATIONS

In this section, we perform comprehensive experiments to
evaluate the performance and security of Q-CSKDF under
various conditions. We construct a semi-physical experimental
testbed, as depicted in Fig. 3. It is a full-stack QKD
communication system involving two separate nodes. Each
node has three distinct devices: the QKD device, the KMS
device, and the Q-CSKDF module. All devices operate
independently in real-time and communicate with each other
using the same protocols used in real QKD products. To
expose the detailed key production, it can either simulate
the detailed QKD behaviors (including the sifting and post-
processing) or read physical keys from commercial QKD
devices directly as it implements the real protocols.

In most experiments, we set the parameter fpp to a typical
value of 0.3 in many QKD devices. Consistent with real
devices, these keys are transmitted to the KMS in blocks
of 1024 bytes. In Q-CSKDF, we employ the SHA2-256 as
the hash function and set the parameter µ = 0.01. In the
experiments, we use SHA2-256 as an implement of an ideal
hash function and assume it is 2−128-security considering the
brute-force collision. Other SOTA attacks can be easily merged
into our security analysis, or users can intuitively use other
hash functions such as SHA3 or BLACK2 in practice.

A. Experiments for Sampling Period

We first illustrate the impact of the period tp on the overall
performance of the Q-CSKDF. The QKD device generates
keys at an average SKR = 1 kbps, and we observe that
QKD keys are sent to the key pool in 1024-byte blocks at
approximately 8.44 ±0.05 seconds. We vary the period tp
of the Q-CSKDF from 100ms to 400ms, and the theoretical
period, in Eq. (2), is about 242ms. Here, we do not care about
the expansion ratio and fix it to 1, leading to QKD keys not
being derived.

We introduce two metrics to evaluate security and efficiency.
The first metric is pc mentioned in Section III-D with lc = c =
256. It represents the probability that the key pool does contain
a sufficient number of QKD keys for security. The second
metric is the key utilization U as the ratio of the consumed
QKD keys to the total number of produced QKD keys. A
higher key utilization indicates that the Q-CSKDF effectively
uses the QKD keys.

The results are illustrated in Fig. 4. Fig. 4(a) depicts the
pc and U under different tp. We observe pc initially increases
and then approaches 1 as tp reaches 250ms, which is close
to the theoretical value of 242ms. When pc exceeds 250ms,
it becomes highly probable to obtain a sufficient number of
QKD keys from the key pool. However, we also notice that
U decreases because the keys are generated faster than they
are utilized, resulting in underutilization of the QKD keys. In
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Fig. 3. The architecture of the semi-physical experiment environment
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Fig. 4. Experiments on the sampling period tp

Fig. 4(b), we provide a detailed view of the key pool status.
When tp is set to 150ms, the keys run out periodically, leading
to approximately 43.1% of the periods not receiving any QKD
keys, as shown in the red circle. Oppositely, when tp is 350ms,
the key pool experiences an overstocking of keys. The best
key efficiency is observed when tp is 250ms, where QKD
keys are consumed optimally, with all keys being utilized by
the Q-CSKDF. Only a few periods experience key insufficient
due to fluctuations in key generation. In conclusion, this
experiment confirms that the theoretical value derived from
Eq. (2) achieves the best performance.

B. Experiments for Securty Threashold

We evaluate the security of the Q-CSKDF. The QKD keys
are generated at SKR = 1 kbps, 5 kbps, and 10 kbps, while we
require the Q-CSKDF to produce extended keys at a desired
rate of rk = 1 Gbps under different security thresholds. The
results are given in Fig. 5. We observe that the produced secure
key rate starts to decrease at about ϵs ≈ 2−105 and reaches
close to 0 when ϵs ≤ 2−125.

In Fig. 5(a), we show the relationship between the Q-
CSKDF’s average actual output key rate r̄′k and the security
threshold ϵs. When ϵs is larger than 2−105, r̄′k remains constant
at about 400 Mbps, regardless of the QKD key rate. It indicates
that the security threshold is not reached. However, it does
not achieve the desired 1 Gbps due to hardware limitations.
This experiment is conducted in real-time using a consumer
Intel CPU, which imposes constraints on the computational
capabilities. Despite this limitation, a 400 Mbps key stream
is still sufficient for most encryption scenarios. Furthermore,
such limitations can be overcome by utilizing more computing
resources or parallel computing.

Additionally, we find that as ϵs decreases, the derived key
rate r̄′k exhibits an exponential decrease. Moreover, when more
QKD keys are utilized, the decline in r̄′k occurs later and is
less pronounced. For example, when the input QKD SKR is
10 kbps, the output rate is 29.4 kbps, whereas the output rate
drops to 2.5 kbps when the input key rate is reduced to 1 kbps.
This result is quite intuitive, as more QKD production rate
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Fig. 5. Experiments results for the security threshold

reduces the period tp. Consequently, given a fixed expansion
ratio Rs (constrained by ϵs), more periods can generate more
derived keys.

For a detailed analysis, we conduct experiments as shown in
Fig. 5(b), illustrating the relationship between the expansion
ratio Ra and the security threshold. It shows that a higher
QKD SKR effectively reduces the Ra within a single period,
subsequently lowering the security requirements when ϵs
surpasses 2−110. Moreover, we demonstrate that as ϵs reaches
2−110, the expansion ratio Ra becomes independent of the
QKD SKR. When ϵs = 2−120, Ra approximates 110. In
such scenarios, the output key rate exhibits a proportional
relationship with the input key rate.

C. Experiments for Overall Performance

Finally, we demonstrate the performance of the proposed
Q-CSKDF. We fix ϵs to 2−120, while the corresponding Rs is
approximately 127. For the QKD devices, we vary the SKR
to 2.5, 5, 7.5, and 10.0 kbps. We verify whether the desired
rates rk can be achieved. We also observe the stability of the
output keys.
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Fig. 6. Experiments results on the extended key rate

The results are illustrated in Fig. 6. Q-CSKDF is capable
of achieving the desired key rate rk whenever the security
threshold is allowed. The actual key rate r̄′k attained is 92.6%
of rk. It slightly deviates from 100% due to fluctuations
in QKD key supply. It also shows that as the QKD SKR
increases, Q-CSKDF is able to achieve a higher r̄′k. For
example, when the QKD SKR is 2.5 kbps, the r̄′k reaches
approximately 313.7 kbps. When the QKD SKR increases to
5.0 kbps, the r̄′k can be up to 623.8 kbps.

The key rate stability is also evaluated and presented as error
bars in Fig. 6. We observe that with a higher desired output
key rate rk, the stability drops. Also, if the SKR increases, the
fluctuation is reduced (compared to the corresponding SKR).
Besides, we also use the Coefficient of Variation (CoV), the
ratio of the mean to the standard deviation of a key stream, to
quantify the fluctuation. The results show that Q-CSKDF can
efficiently stabilize the key rate compared to the original QKD
keystream. For example, a QKD key stream produces keys
at an average SKR of 2.5 kbps, and its corresponding CoV
reaches 1.52. However, after processing by Q-CSKDF, the
CoV of the output keys reduces significantly to approximately
0.09, indicating that the Q-CSKDF is highly effective in
stabilizing the key stream.

In conclusion, we show that Q-CSKDF can both increase
the total amount of the keys within a desired security threshold
and stabilize the key rate fluctuation.

V. CONCLUSION

The scarcity and volatility of QKD keys constitute the
pivotal factors hindering the practical implementation of
QKD protocols. In this article, we introduced Q-CSKDF,
a specialized key expansion method for QKD networks. It
leverages a continuous QKD key stream as its input and
generates an extended key stream at the desired rate. Q-
CSKDF introduces a dynamic expansion ratio predicated on
a comprehensive security analysis to ensure security through
the entire derivation process. We also presented several
mechanisms to enhance efficiency, including dynamic key
sampling with a theoretical analysis. By conducting extensive
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real-time and semi-physical experiments, we exposed the
intricate structures underlying QKD key generation, and the
results proved the high performance and security of Q-CSKDF
in producing a stable and high-rate key stream.
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